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1. INTRODUCTION 

This Quick Guide is intended to guide new System Administrators through the initial Administration actions that must be 
completed in order to setup the eBanking system. 

 The initial two system administrators set up by the bank have been granted no entitlements other than to be 
“Administrators” meaning: at first no accounts are available, no banking functions present, etc. All entitlements for the 
System Admin's as well as additional users must be granted. 

 All user entitlements fall under the “4-eyes principle”, meaning that the administrator who grants permission to someone 
(including themselves) cannot be the final approver of the changes. The second administrator must “approve” any and all 
changes done. 

2. INITIAL START 

2.1. Access link  

After receiving initial login credentials, you can access the system through the link:  

https://ebanking.unicreditgroup.com 

2.2. First log in 
 Before you can login you must have already received two separate physical letters from the Bank 

 The first letter contains your login information, consisting of your Company ID, individual Login ID, and the internet link 
 The second letter contains your initial login password 

 With this information the initial system can be accessed: 
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After having successfully logged in for the first time, you must accept the Online Banking Agreement. Click on “View 
Agreement” to review the information and then to proceed click on “I Accept”: 

After having agreed to the Online Banking Agreement, you must change your password from the given password to a new 
personal password: 

For security reasons your password must meet the following criteria: 
 8 – 12 characters long 
 At least one letter 
 At least one number 
 At least one special character 

2.3. Initial preferences 
After you have accepted the terms and conditions and changed your initial password the initial screen that you see is your 
account preferences: 
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 Here you are in the Alerts and Reminders overview page, where you can create various e-mail alerts or reminders for your 
banking activity. 

 At the top left of the page you see the two sub-menu headers for user preferences, “Preferences” & “Banks”: 

 Under the „Preferences” sub-menu there are the options for:  
 Alerts and Reminders (overview screen shown above) 
 Change Password 
 Startup Screen (define the default screen to see when you login) 

 Under the “Banks” sub-menu there are the options for: 
 Preferred Bank List 
 Standard Bank List 
 New Preferred Bank (define a bank that you use often for quick selection) 
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3. ADMINISTRATION OPTIONS 

3.1. Admin menu overview  
From the start screen, when clicking on the main menu point “Admin”, you are brought to the “Change Account Preferences” overview: 

 In this screen you can nickname your accounts for easier reference purposes.  
 At the top left of the page you see the two sub-menu headers for Admin, “Administration” & “Entitlements”: 

 Under the „Administration” sub-menu there are the options for:  
 Account Preferences (overview screen shown above) 
 Contact Information (edit company address and phone numbers)  

 Under the “Entitlements” sub-menu there are the options for: 
 User Entitlements (explained in detail below) 
 Reset Login (reset a locked-out user’s existing password) 
 Reset Password (create a new password for a user) 
 User Activity (tracking all user activity) 
 User Audit Report (viewing user permissions) 
 User Setup Report (tracking the creation of users) 
 Panel Authorization (explained in detail below) 

Important: For the initial administration of permissions and accounts, it is necessary to complete the areas “User 
Entitlements” and “Panel Authorization”. 
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4. USER ADMINISTRATION 

4.1. User overview 
When clicking on the “User Entitlements” menu entry, you are presented your list of users, which will show initially the two 
System Administrators who were set up by the bank: 

 The table of users only shows the basic information of the user. From this screen the steps that can be taken are: 
 Create an entirely new user  
 Assign permissions to one or both of the bank-administered System Administrators 

 To assign permissions (including the ability to be an “Approver”) to an existing System Administrator simply click on the 
“User Login ID” link, as highlighted in red below: 

Clicking this link shows the overview of the user: 

Notice: The screens and process is exactly the same for the creation of a completely new user, only the information fields will be empty. 
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 The “Online Banking Information” checkbox options for the user are: 
 User is an Approver:  

Check box if the user should be able to sign payments. If this is checked the user will require an RSA token from the 
bank. The user’s name and Login ID must be listed in the “Security Device Request Form”, which must be signed and 
sent to the Bank. 

 User is an Upload Approver: 
Check box if the user should be able to sign uploaded payment files 

 User is a System Administrator: 
Check box if the user should be a System Administrator 

 User can access Trade Finance: 
Check box if the user should be able to access “Trade Finance”. The user will only be able to use the function after 
they are administered by the bank. 

 User Status 
The user can be put in “inactive” mode, blocking them from the system. 

 In the “Contact Information” section the name and contact information of the user can be edited. 

4.2. User Entitlements 
The bottom half of the user overview screen shows the individual entitlement entities: 
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From this screen you can edit the following entitlements for the user: 
 Payment Limits 
 Account Services 
 Data Services Access 
 Functional Access 

4.2.1. Payment Limit Entitlements  
From the User overview page, selecting for the user “Edit Payment limits” brings you to the following screen: 

In this step, limits can be defined for the user. Limit boxes left blank represent no limits. The following limits can be defined 
per payment type: 

 Transaction Template 
The maximum payment amount that the user can create from a template. 

 Transaction Freeform 
The maximum payment amount that the user can create. 

 Approval Template 
The maximum amount that the user can approve for a payment created from a template. 

 Approval Freeform 
The maximum amount that the user can approve for a payment. 

 User Daily Cumulative Limit 
The total maximum dollar amount that the user can approve in a day. 

 ACH Upload Approver Limit 
The maximum amount of an uploaded ACH file that the use can approve. 

 MT101 Upload Approver Limit 
The maximum amount of an uploaded MT101 file that the use can approve. 

After having filled out the relevant limits, select “Preview”, where you can review and then confirm the limits given. You will 
then be back in the user overview screen to continue administering the other entitlements. 
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4.2.2. Account Services Entitlements 
From the User overview page, selecting for the user “Edit Account Services” brings you to the following screen: 

 This shows all of the accounts that are available for the user to be granted entitlements for. 
 Permissions are given to a user on a per account level. Click on the “Account ID” of the account to grant entitlements for: 

 In this screen you can choose which functions for this account that you selected should be available for the user. Select 
which functions you wish and select “Preview Account Services”. 

 After previewing the services, and confirming the changes, you will be back in the overview of accounts where you can 
either grant entitlements to additional accounts, or select “Done” to go back to the main user overview page. 
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4.2.3. Data Services Access Entitlements 
From the User overview page, selecting for the user “Edit Data Services Access” brings you to the following screen: 

 In this screen you can choose which types of payment file uploads the user should be able to do. 
 After selecting “Submit” you will be back in the main user overview page. 

4.2.4. Functional Access Entitlements 
From the User overview page, selecting for the user “Edit Functional Access” brings you to the following screen: 

 In this screen you can assign all of the various functions that you wish the user to be able to use in the system. 
 Clicking on the “+” sign next to a check box expands the rights to a more granular level where you can assign individual 

rights for that function, e.g. only “View”. 
 After having assigned all of the relevant permissions, select “Preview Functional Access” and after confirming the 

changes, you will be back in the user overview. 
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4.2.5. User Completion under “4 Eyes” 
After going through the above steps, and then clicking “Submit” for the user, you will be back in the user list: 

 You will see under the “status” column that the state of the user shows “Pending Modify Approval”. The action of 
assigning or removing any permission to any user must be approved by “4 eyes” (2 physical people). 

 The second administrator must login, navigate to the Users page (Admin; Entitlements; User Entitlements), and then click on 
the “Pending Modify Approval” text link. There, he/she can review what was done and either approve or reject the changes. 

IMPORTANT: When you wish to approve a user in pending state, be sure to click on the “Pending Modify Approval” link in 
the Status column and NOT the “User Login ID” column. Clicking on the User ID is only for when you wish to do further 
changes on the user, and not accept or reject changes already made. 
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5. PANEL AUTHORIZATION (IMPORTANT!) 

5.1. Panel authorization overview 
 The “panel authorization” functionality is where you must define how many and which type of approvals are necessary for payments 
 All payments are checked against the rules set-up in the “panel authorization” area. It is the customer’s responsibility to 

define user groups and rules for payment approvals as they wish.  
 Below is an example of a finished panel authorization profile and its meaning before guiding you through the setup: 

This screen example shows a defined signature rule set with the following rules for all payments in the system: 
 For payments between USD 0 to USD 1,000,000 

 One signature by someone in Group E is required 
OR 

 Two signatures are necessary from two people in Group A 
 For payments between USD 1,000,000 and USD 5,000,000 

 Two signatures are necessary, one from someone in Group E and one from someone in Group A 
OR 

 Two signatures are necessary from two people in Group E 
 Before defining the Panel Authorization rules you should have already set up your users and designated who are to be approvers. 
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To access “Panel Authorization”, select the bottom entry from the “Entitlements” menu under the “Admin” section: 

This brings you to the Panel Authorization overview page: 

In the Panel Authorization setup there are two actions that must be carried out: 
 The definition of groups  
 The creation of a profile 

5.2. Defining groups 
 The first step in setting up the Panel Authorization is to define your “Groups” of users. These are groups of users that you 

will use to create rules. For example, users from Group B can only approve payments in combination with users in Group A. 
 The rules for Groups are as follows: 

 There are exactly five groups available for use (A through E) 
 Only users designated as “approvers” are available for assigning to groups 
 A user can be assigned to multiple groups 
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From the Panel Authorization Overview page select a group for assigning users by clicking on the group’s text link, e.g.  
“Group A”. You will then be brought to the page to assign users to the group: 

 On the left side of the screen you see the approvers existing in the system that can be assigned to the group. To add a 
user to the group, select him/her and then click on “Add Users” (multi-select is also possible). 

 After having assigned whichever users you would like to the group you can preview and confirm the group. 
 You will then be brought back to the Panel Authorization overview page where you can then repeat this step with 

additional groups if necessary. 

5.3. Creating a Panel Authorization Profile 
 After having created the groups of users in section 6.3, you are ready to create you customer’s profile.  
 The rules for the creation of a Profile are as follows: 

 You can define as many Limit Tiers as you would like 
 Limit Tiers can overlap (e.g. Tier 1 can be 0 to 1,000,000 and Tier 2 can be 50,000 to 400,000) 

If a payment is within a range that multiple rules are applicable, if any one of the rules are fulfilled the payment will 
be approved. 

 For every Limit Tier nine different authorization rules can be defined. 
 For every authorization level a minimum of one group must be selected (representing one approval from someone in 

the selected group is necessary) 
 For every authorization level a maximum of five groups can be selected (representing a necessary approval from 

someone from each of the five groups) 
 From the Panel Authorization overview screen select “New Profile” and you are shown the Profile Screen: 
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 Here, the rules for payment approval must be entered. First, give the profile a name and select whether this should apply 
for repetitive payments (templates), non-repetitive payments (transactions), or both. 

 Now you are able to set the rules that you would like to be in effect for the approval of transactions. See the above 
example for how the signature patterns work. 

 The setup of the Panel Authorization also falls under the “4-eyes principle”. 

5.4. Simple Panel Authorization Setup 
Regardless of what you setup in the Panel Authorization area, the rule that the creator cannot also be the approver of that 
payment is hard-coded in the application. If this is enough for you and you do not wish to set-up additional payment rules, the 
easiest setup is the following: 
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QUESTIONS? CONTACT INFORMATION 

UC eBanking USA Customer Support: 

ebanking-usa.uc@unicredit.eu 

Tel. +1 212 672-5678 
 



 

 

 

UniCredit Bank, New York Branch
Corporate & Investment Banking 
ebanking-usa.uc@unicredit.eu 
 
150 E. 42nd Street 
31st Floor  
New York, NY 
10017 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings true
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 2400
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 2400
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 2400
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice


